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A G B5E e 2ol J1eHth

Y3:S2(X3)s Y, =S1(Xy), Y,=S(X)), Yo:S1(Xo),

Zy=(Y,&m3) © (Y, &my) @ (Y, &m;) @ (Y;&my)
Zy=(Y,&m,) © (Y,&m3) © (Y, &my) @ (Y;&m,;)
Zi=(Y &my) @ (Y &my) © (Yo&m3) @ (Y3&my)
Zy=(Y &my) @ (Y &m) © (Yy,&my) @ (Y3&m;3)

(my=0xfc, m;=0xf3, my=0xcf, ms;=0x3f)
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SS-boxE (4K bytes)9] exclusive-orZ TEE 4 At} o] & 3 o7 &
S 471 9] SS-boxES A A s oF 3t

SS3=SZ(X3)&W12 I Sz(Xg)&Wll l Sz(Xg)&mo I Sz(Xg)&m3,
552=51(X2)&ml || Sl(Xz)&mO || Sl(Xz)&mS || Sl(XZ)&m29

SS1zsz(X1)&mo I Sz(X1)&Wl3 I Sz(X1)&m2 I Sz(X1)&WL1,
SSO=51(X0)&WL3 || SI(X())&mz || Sl(X())&ml || Sl(XO)&m09

(4714, || & concatenation).
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Z: SSS(X3) @ SSZ(XZ) @ SSl(Xl) (‘B SSQ(Xo)
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SEED9] 2= 7] ARG 128VE U575 6M4BIEY HFZ UFo] o8
Wz SHIEH /-2 3iolEd §, Ao 49=S0 e g e At
G = A=

FE H&3td g= 71 AR geE 7] AR VEHe=E 3}
PHEE FeE 715 ARE F fle) AgE Ads e &2nEJES 2§
oMol &84S Hstd, dsshd oA ¢derE2RH dag geE 715 1dE
AL & A=F AASAS
F0]71 12881E %57 K=A||B||C||DE 32H1E #A2~H A, B, C, D& etk 2
+E o AHEHE B2 7] K,=(K,; K,;)T 4= 22 ¥4es 443

for( i=1; i<=16; i++) {
K., < G(A+C-KCi);
K., < G(B-D+KCiy);
if(i%2==1) A||B< (A||B)”%;
else C|/D<— (C||D)"%

deE B
KCo = 0x9e3779h9 KCs = 0x3779b99%
KCy = 0x3c6ef373 KCy = 0x6ef3733c
KC; = 0x78dde6e6 KCip = 0xdde6e678
KCs = Oxflbbcdcc KCi1 = Oxbbedcecfl
KCs = 0xe3779b99 KCiz = 0x779b99e3
KCs = 0xc6ef3733 KCiz = 0xef3733c6
KCs = 0x8dde6e67 KCis = 0xde6e678d
KC7 = Ox1bbcdcct KCi5 = Oxbedecflb

(F 3) she=s] BEg] A28 44
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